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Dynamic positioning (DP) is a key enabling technology for offshore drilling, subsea construction,’and renewable
energy operations, yet loss-of-position incidents continue to pose significant safety, environmeéntal, and financial
risks. This paper reviews failure modes in DP vessel operations over the 2015-2024%period by integrating a structured
literature review, bibliometric co-occurrence analysis, and content analysis @f incident and reliability studies. A
PRISMA-style screening applied to Scopus and complementary databasesdidentifies“268relevant publications, of
which 10 are selected as core analytical studies addressing DP failure mechanisms and reliability modelling. The
synthesis indicates that technical failures in power generation and distribution, thrustéer.and propulsion systems, and
sensor and reference subsystems dominate DP incidents in drilling and@enstruction operations. In addition, human
and organisational factors are directly involved in approximately 20% of repotted incidents based on a dataset of 311
DP cases, with higher proportions (up to 29.5%) observed in drilling,and diving'eperations where human involvement
is more direct. The variation across studies reflects differencé€s in operational context, incident classification
methodology, and dataset scope. Incident-based risk analyse§ further show that power generation failures and
adverse environmental conditions disproportionately contributetoyexpected economic losses. Quantitative reliability
and RAM studies consistently report lower failure probabilities foraDP3 architectures compared with DP2, while
identifying components such as busbars and wind sensors as critical'risk contributors. Recent advances, including
Bayesian networks, Monte Carlo—based RAM modelling, and the Dynamic Positioning Reliability Index (DP-RI), as
well as LSTM-based real-time reliability prediction, démonstrate the potential of data-driven methods to combine
incident statistics, equipment failure data, and operationalgeonditions into dynamic risk indicators. Building on these
insights, this paper proposes a hybrid framework integrating gncident analytics, RAM modelling, and Al-enabled
condition monitoring to support more resilient DP opération§ and to inform future research on human reliability,
predictive maintenance, and decision-support integrationwith class and industry guidance.
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HIGHLIGHTS

— DP failures are driven by cascadingtinteractions between power, thrusters, sensors, and human operators.

— Incident data show powergsystem failures dominate economic risk, despite low failure probabilities in DP3
vessels.

— Bibliometric analysis reveals a shiftyfrom static reliability toward data-driven and predictive DP risk models.

— A hybrid framework integrating RAM analysis and Al-based monitoring is proposed to enhance DP systems
resilience.

1 Introduction

Dynamic Positioning (DR),systems are critical technologies in modern offshore operations, enabling vessels such as
Platform Supply,\essels (PSVs), drilling units, and subsea construction vessels to maintain their position and heading
without anchoringy, even under dynamic ocean and weather conditions ([1, 2]). Their reliability and safety are
paramount becausefailures in DP systems may result in severe consequences, including asset damage, accidents
involving divers and Remotely Operated Vehicles (ROVs), environmental pollution, or even loss of life ([3, 4]).
Therefane; thgplnternational Maritime Organization (IMO), the International Marine Contractors Association (IMCA),
and major classification societies mandate structured reliability assessments, such as Failure Modes and Effects
Analysis (FMEA), redundancy testing, and DP proving trial [5].

Despite'these regulations, DP incidents continue to occur, often caused by technical and human related factors [6].
Statistical data from industry reports indicate that major contributors to DP incidents include thruster and propulsion
failures, power supply losses, sensor and position reference system malfunctions, as well as human error [7]. Recent
surveys on DP systems reliability emphasize that while reliability modelling methods such as FMEA, fault tree
analysis, Markov chains, and Bayesian networks have been extensively studied, many applications remain
theoretical and fail to incorporate operational and incident data comprehensively ([3, 5]). This gap between
prescriptive regulations and practical reliability outcomes underscores the necessity for further investigation.

Quantitative studies have highlighted the relative contribution of subsystems to overall DP reliability. For example,
some research reported that control and thruster subsystems contribute approximately 1-7% of failures, while power
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related failures contribute 6-10% in DP2 and DP3 configurations [8]. Similarly, a Reliability Availability Maintainability
(RAM) study showed that the probability of DP2 system failure during a three months operation can reach 1.52%
compared to 0.16% for DP3 systems, with busbars and wind sensors identified as the most critical components [9].
These findings highlight that even in redundant configurations, specific elements of the DP architecture remain
vulnerable.

Beyond technical subsystems, human factors play a non-negligible role in DP incidents [10]. An analysis of historical
cases revealed that approximately 29.5% of DP incidents are attributable to human error, with &’highereorrelation
observed in drilling and diving operations [11]. Advances in reliability modelling have attempted to capture these
aspects; for example, dynamic human reliability assessment frameworks based on Bayesian methods have been
proposed to model time dependent performance degradation and environmental influences [12]. Yet, such
approaches are still rarely integrated into holistic DP systems analyses.

Another critical failure mode in DP operations is blackout or loss of power. Probabilistic studies using Fault Tree and
Bayesian methods demonstrated that blackout risk remains a significant contributor to loss of pesifion (LOP) events,
even in highly redundant systems [13]. Complementary to these probabilistic metheds, recent efforts have applied
data driven techniques such as Long Short Term Memory (LSTM) networks 16 predict the reliability index of DP
subsystems in real time [14]. While these approaches represent promising adyances theigintegration into regulatory
and operational practices remains limited.

Furthermore, most existing reviews address specific components or failure categori€s,such as power management,
thruster reliability, or control system robustness without considering 4he overall system interdependencies and
cascading effects that can lead to full DP failure. Human factors, although acknowledged as critical, are often treated
qualitatively rather than quantitatively in reliability models. This fragmentatiomyphighlights a persistent gap in the
literature: the lack of a comprehensive framework that connects failure modes, reliability modelling, and human
reliability under a single integrated approach.

Therefore, this paper aims to provide a holistic review of failure“modes in Dynamic Positioning operations, bridging
the gap between traditional probabilistic methods and emerging®Al-driven reliability approaches. The review
categorizes the main failure domains power, thruster, control/sensor, and human factors and compares the strengths
and limitations of different modelling techniques used in past research. By synthesizing findings from the past decade
(2015-2024), this study contributes to a more complete understanding of DP reliability, supports the development of
hybrid analytical data driven methodologies, and offers reéémmendations for improving safety and fault tolerance in
future DP vessel designs.

Unlike prior surveys that discuss DP failures independently” within technical or operational domains, this review
provides a structured synthesis of power, thruster, control/sensor, and human failure mechanisms while introducing
a hybrid reliability perspective that integrates, traditional probabilistic models with recent machine-learning
prognostics. The contribution of this work lies in identifying the cascading interdependence among failure domains
and outlining a unified direction for risk-aware DP“assurance methods.

2 Materials and methods

This study adopts a systematic literature review methodology to provide an evidence-based synthesis of failure
modes in Dynamic Positioning (DP) vessel operations. The research protocol was designed according to PRISMA
guidelines to ensure transparency, repeatability, and rigor in article selection.

2.1 Data sources and search strategy

Articles were retrieved from S€epu$, IEEE Xplore, Web of Science, and Elsevier ScienceDirect databases. The
search was performed for the period 2015-2024 to capture current industry practices and emerging technologies.
The search keywords cé@mbined technical, human, and predictive elements using Boolean operators:

(“Dynamic Positiening=OREBP systems”)AND(“failure” OR “incident’)AND(“reliability” OR “risk” OR “FMEA” OR “M
TBF” OR “FTA”)

The initial search identified 505 studies, including journal articles and reputable engineering conferences.
2.2 Screening and eligibility criteria

Screehning was conducted at title—abstract then full-text level using the following inclusion criteria:
— W Reer-reyiewed publications
— Focus on DP failure modes, reliability assessment, or Al-based prognostics
— Data-driven or analytical methodology
— Offshore DP2/DP3 operational context

Non-English, non-peer-reviewed reports, and non-DP automation works were excluded. Industry grey literature
(IMCA incident reports, MTS guidelines) was excluded from the VOSviewer bibliometric co-occurrence map because
structured metadata fields (DOI, indexed keywords) required by VOSviewer are not available for such documents;
however, IMCA incident data and MTS guidelines are referenced directly in the body text where relevant. After
screening, 139 papers were considered eligible for detailed review.
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2.3 Quality assessment

Full-text papers were evaluated using reliability quality rubric covering:
— Analytical rigor

— Availability and credibility of incident/failure data
— Subsystem coverage (power, thruster, control/sensor, human)
— Reproducibility and engineering relevance

Finally, 26 high-quality studies were retained for qualitative synthesis, with 10 core studies selected for in-depth
comparative analysis due to their comprehensive failure modelling approaches.
2.4 PRISMA flow
The article selection workflow is summarized in Figure 1 to ensure methodological traceability.
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Fig. 1. PRISMA flow
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Fig. 2. Bibliometric keyword co-occurrence netw
retrieved from the Scopus database.

was performed using VOSviewer (v1.6.19) to validate the thematic relevance
and representativeness of the fina ature dataset. Full-counting and association-strength normalization were
applied to metadata retrieved from Sco roducing the keyword network shown in Figure 2. The map reveals five
major clusters aligned with DP reliability research domains:

— Power blackout rigk and propulsion failure (red cluster),

A bibliometric co-occurrence anal

| disturbances, and control robustness (green cluster),
ing, optimization, and decision-support technologies (blue cluster).
idation and experimental modelling (purple cluster).

alysis prowdes objectlve evidence that the literature selection process did not overlook any critical
s within DP failure research.

Data from selected studies were extracted and structured across subsystems:
— Power and electrical distribution,
— Thruster and propulsion units,
— Sensors and control systems,
— Human reliability, and
— Al-driven prognostic analytics.
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The extracted information formed the synthesis basis for subsequent failure mode categorization and comparative
analysis in Sections 3-8.

3 Results and discussion
3.1 Background on dynamic positioning system

Dynamic Positioning (DP) is a control technology that enables a ship or floating structure to maintain its‘pesition and
heading by using its own propulsion and thruster systems, without anchoring or mooring, even under<dynamic
environmental loads such as wind, waves, and currents [2]. Because DP systems must operate reliably in harsh and
variable offshore conditions, their architecture is typically composed of several interlinked®stibsystems, each with
inherent failure risks [8]. Below is an overview of the main components and design principles.

3.1.1 Power generation and distribution system

The DP power system supplies electricity to all thrusters, control computers, sensors, and auxiliary systems. It usually
comprises multiple redundant generators, switchboards, busbars, and power gfianagement units to ensure fault
tolerance[15].

3.1.2 Thruster/ propulsion system

Thrusters (azimuthing, tunnel, retractable, or fixed) provide the forces to counteract envisonmental loads and maintain
station. Their allocation (thrust vectors) is managed by the control system to optimally balance power usage,
mechanical constraints, and redundancy [16].

3.1.3 DP control system and control algorithms

The heart of the DP systems is a control computer (or set of computers) which processes sensor inputs, computes
control laws, and issues commands to thruster units. Typically contrél algorithms include PID controllers, state space
control, observer-based controllers, and modern adaptive or faulgtolerant schemes. Control allocation logic
distributes the computed forces to individual thrusters, taking into account mechanical limits, redundancy, and
optimization criteria [17].

3.1.4 Sensors and position reference systems

To maintain position , the DP systems relies on multiplefsensors and reference inputs, typically including [18]:
— Global navigation systems (DGPS),
— Inertial measurement units, gyroscopes,
— Wind sensor (anemometer),
— Motion sensor (accelerometers, gyko0s),
— Acoustic or hydroacoustic reference syistems (USBL, LBL, HPR),
— Redundancy and cross chegking among reference systems help mitigate single sensor failures.

3.1.5 Redundancy, independence, andysafety architecture

Because DP is often safety critical, system design includes redundancy (duplicate or triplicate units), segregated
faults zones, failover me€hanisms, and error detection logic. Classification societies and guidelines (IMO MSC/
Circ.645, DNV, IMCA, and the, Marine Technology Society (MTS) DP Vessel Design Guidelines) impose rules on
independent groups, fire integrityfault tolerance, and proving trials to verify reliability [19], [20].

3.1.6 Operational interfaces and monitoring

The DP systemspmustinterface with vessel control systems, alarm, and monitoring subsystems, operator consoles,
and safety systemis, (e.g. emergency shutdown). The system constantly monitors health status, error flags, and
performance marginsie, detect anomalies and react accordingly [11].

3.1.7 Performance requirements and DP classes

DP systems are categorized into classes (e.g. DP1, DP2, DP3), with increasing levels of redundancy and fault
tolerance. For instance, DP2 systems require redundancy such that no single fault causes total failure; DP3 system
require further physical separation and fire integrity between redundant groups. Performance metrics for DP include
station keeping accuracy, heading control, robustness to environmental disturbances, and recovery from faults. The
choice of control strategy and system architecture directly impacts these metrics [18].

3.1.8 Challenges and advances in DP technology

Over the decades, control methods and system designs have evolved to cope with nonlinearity, unmodeled
disturbances, actuator saturation, model uncertainty, and sensor faults. Survey of DP control development highlights
transitions from fixed gain PID to adaptive, fault tolerant, and predictive control schemes. Recent research focuses
on hybrid approaches, observer-based estimation, machine learning, and fault diagnosis integration to improve
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resilience. Furthermore, hybrid simulation/ experiment testbeds are being developed to validate DP systems more
realistically and reduce the gap between simulation and real world performance ([1], [17]).

3.2 Failure modes in DP operation

Failure modes in DP operation can be broadly categorized into technical failures (e.g., thruster malf
inaccuracies, power issues) and human related incidents [5]. A detailed examination of these
presented below.

tions, sensor
ilure modes is

3.2.1 Technical failures

Technical failures in DP systems are often attributed to:

— Thruster Failures: Thruster malfunctions are a major cause of losses in DP capability. Inhsome reported
incidents, a low percentage of thrusters online has been directly correlated to h errors during drilling
operations [11].

— Sensor and Control System Errors: failures in sensors (GNSS, gyros,
position estimation. A significant proportion of incidents have been
impacting system performance [21].

ensors) can lead to incorrect
d to sensor issues, negatively

— Power and Electrical Failures: Power outages or electrical faults cont
incidents in some surveys [11].

The table below summarizes the distribution of main causes for DP inc
2007-2015, the “Human” category (13%) reflects the IMCA incident classifica
period and does not represent the total proportion of all human-related contribu

bute to approximately 15.4% of

ts based on an IMCA report covering
cheme for the 2007-2015 reporting
factors across other datasets.

Computer

16%
Thruster

29%

Electrical
[ 3%
Environmental
7%

Sensor

0,
4% Human

13%
Reference
11%

Power
15%

ig. 3. Reported DP Incident Cause [13]
3.2.2 Human-related failure

Reported percentag
classification schemes a
311 incidents,

of human-related DP incidents vary across studies because different datasets and
sed. Human error plays a critical role in the failure of the DP operations. In a dataset of
re attributed to human related causes (approximately 20%) [11]. These errors can be

Action efrors, incorrect manual activation of system controls, representing approximately 36% of human

The following figure shows the distribution of human factor errors across different error types based on expert
analyses.
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Sensory Error
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Fig. 4. Adapted from IMCA incident analyses j21]

Human factors are particularly critical during high-risk operations such as drillingwhere rapid system responses are
required. The interplay between technical failures and human decisions is a“fecurring theme in DP incident
investigations.

3.3 Reliability assessment approach in DP systems

Traditionally reliability assessment methods in DP operations have relied on probabilistic and statistical analysis,
including failure mode and effect analysis (FMEA), fault tree @nalysis (FTA), Bayesian network, and regression
modelling. These methods form the foundation for understanding the likelihood of failure events and their
interdependencies [3].

3.3.1 Quantitative reliability formulation

To provide a more rigorous reliability assessment of the Dynamic Positioning (DP) system, we adopt a quantitative
reliability modelling approach, drawing upon industry-peer reviewed data for component failure rates. As
implemented in Vedachalam & Ramadass (2017); the séliability R(t)of a single component (e.g. thruster, electric
subsystem) under a constant failure rate Ais given byihe expanential reliability function:

R(th= e~ (1)
Accordingly, the Mean Time Between Failures (MBF) is defined as:

1
MTBF = - 2)
A
This formulation allows us to estimate the probability that a given component will remain operational after time t.
According to their analysis, DP-classyconfigurations with redundancy may achieve multi-year MTBF values
depending on subsystem reliability and redundancy architecture [22].

3.3.2 System-level reliability considering redundancy

Recognizing that many DP systems (BP2, DP3) include redundant components to avoid single-point failures, system-
level reliability must account fofpséries and parallel compositions of subsystems. For instance, for two identical
redundant components arranged in parallel, the system reliability R, (t)becomes:

Ryys (1) = 1 —[1 = Ry(D)].[1 — Rp(8)] ©)

where R,(t)and Rgt)are the reliabilities of each redundant component. This approach follows standard reliability
block-diagram reasonifg,as applied in maritime DP reliability studies. By modelling each DP subsystem (thrusters,
power supplys,control/sensor bank, etc.) and their redundancies, an overall system reliability profile over operational
time can be constructed, enabling comparison between alternative DP configurations (e.g. DP2 vs DP3) in terms of
expected uptime\or risk of loss-of-position (LOP) [8].

3.3.3 Probabilistic and statistical techniques
— Failure Mode and Effect Analysis (FMEA): Utilized to systematically identify potential failures in DP
subsystems and estimate their impacts [5].

— Fault Tree Analysis: helps in visualizing the relationship between primary failures (e.g., thruster or sensor
failures) and systemic consequences, such as loss of positioning[21].

— Bayesian Network Approaches: Used to incorporate uncertainty and human factors in DP incident analysis,
though they may suffer from subjective bias in probability assessments. Methodological advances in
managing uncertainty through Fuzzy Fault Tree Analysis (FFTA) and Pareto-based risk prioritization, as
demonstrated in recent engineering reliability studies [23], provide a useful parallel framework applicable to
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DP reliability assessments involving incomplete or uncertain incident data. Such approaches are particularly
relevant for DP operations where human factors, environmental disturbances, and subsystem interactions
introduce uncertainty into probabilistic risk estimation [21].

— Regression Modelling: Logistic regression models have been applied to predict human related,DP incidents
based on independent variables such as the percentage of thrusters online, water depth, and weather
conditions[11].

3.3.4 Reliability metrics

Parameters such as mean time between failures (MTBF), probability of failure on demand (PFD), and risk indices
are central to DP reliability studies. One study noted that while technical failures are predictable through traditional
methods, the impact of human factors remain less quantifiable, thus necessitating the integration of qualitative
judgements with statistical data[11], [21].

3.3.5 Illustration case

For illustration, assuming a thruster failure rate of 1 = 2 x 1075 ™!, the MTBF isf

1
MTBF = 1= 50,000 h = 5.7 years (4)

For a DP2 parallel configuration:
Reys(t) =1 - (1 —e™)? (5)
For a 24-hour mission:
Rgys(24) = 1 — (1 — e™2¥107°24)2 « §199904 (6)

meaning a probability of thruster-related loss of availability =0.096%per mission. Such risk sensitivity analyses
support operational readiness decisions.

3.4 Data-driven and Al-based prediction methods

With the advent of big data analytics and machineflearnifig, data driven approaches have begun to supplement or
even replace traditional reliability methods. This sectionfhighlights recent trends in applying Al to predict and prevent
DP systems failures [24].

3.4.1 Al driven predictive maintenance

Recent research shows that leveraging both structured and unstructured data can enhance predictive maintenance
for critical marine components. For example, one“study demonstrated the use of machine learning techniques to
analyse terabytes of unstructured data fromdsilling rigs. This approach enabled the anticipation of potential failures
in subsea blowout preventers (BORs) by identifying abnormal patterns in sensor and event logs[25].

3.4.2 Data driven & dynamic positioning reliability Index (DP-RI) approach

As an advanced alternative to static reliability calculations, the concept of a system-level reliability index for DP the
DP-RI has been proposed. DP-RI aggregates reliabilities of all relevant subsystems (power, thruster, sensors,
control, etc.) into a single‘@@mposite metric:

DP “RI) = f(R1(), R2(L), ..., Rn(D)) (7)

where each R;(t)corresponds to the reliability of a subsystem. In its original conception, DP-RI was derived using
historical reliability data ffem vendor databases, accident databases, and prior FMEA/HIL test results [3]. More
recently, a hybfid methedalogy has been developed combining the mathematical reliability formulation with a data-
driven predictive medel (e.g. using a Long Short-Term Memory network, LSTM). This enables near-real-time
prediction of subsystemyreliability under varying operational and environmental conditions [14].

3.4.3 Neuralnetwork and deep learning

Neural network control schemes have been implemented to adaptively predict system behaviours under varying
conditions. Robust adaptive neural network control systems have been shown to maintain prescribed performance
even in theypresence of model uncertainties and input saturation[26]. These systems rely on layered representations
that capture complex nonlinear dynamics inherent in DP operations. This modelling philosophy aligns with cross-
industry research on the reliability and survivability of onboard autonomous control systems, where structural-
functional reliability, system reconfiguration trajectories, and survivability under multi-mode operations were modelled
using probabilistic and logical approaches. These concepts are relevant to DP systems because modern DP
architectures similarly depend on redundant control configurations, fault-tolerant logic, and operational mode
transitions under uncertain environmental conditions [27].
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3.4.4 Data analytics for failure prediction

Data analytics platforms are now being used to integrate real time monitoring and historical data or predict failures
before they occur. Ocyan, a drilling contractor, collaborated with an Al start up to develop dashboards that track
operational parameters, such as cycle counting and pump activation intervals, for BOPs. The predictivéymaintenance
strategy leverages text mining techniques to extract critical information from non-structured logs, proyiding actionable
insights to optimize maintenance windows and reduce downtime[25].

Table 1. Adapted from comparative analyses in recent DP reliability studies [11, 21]

Aspect Traditional methods Al driven methods
o Structured + unstfiietured (sensor
Data type Structured incident reports &6 data)
Analysis technique FMEA, FTA, regression modelling Machine learning; deep learning,
neural networks
Human factor integration Limited, qualitative assessments Data i, models incorporating
behaviour patterns
Predictive accuracy Based on historical failure rates AdIRgge predlggct); with real time
o Low adaptability to changing High adaptability and self-learning
Adaptability conditions capabilities
Computational requirements Relatively low computationaldneeds High requires robust data
processing frameworks.

3.4.5 Emerging Al applications

Emerging work on Al applications in DP operations is increasingly addressing the integration of human factors with
technical monitoring. Deep learning models are beifig trained to distinguish between system noise and genuine
classical probabilistic techniques with Al algorithms are béing developed to improve decision support in high stakes
operational environments[17].

3.5 Comparative findings

Several studies have highlighted both similarities_and discrepancies in failure modes, human factor contributions,
and subsystem vulnerabilities in DP operations. “The following points summarize the findings from key research
efforts:

— Human Factors: research indicates“that human related incidents account for approximately 20% of DP
failures, with decision andgaction errors being predominant[11, 21]. In operations such as drilling, a reduced
percentage of thrusters onlingysignificantly correlates with increased human errors.

— Technical Components: Thrusterfailures, ranked at 28.6% in some incident reports, stand out as the most
critical technical vulnerabilities. Sensor and power related failures also contribute substantially to overall
system risk[11].

— Reliability Metrics: Traditional’probabilistic models provide robust failure estimates for technical components
but are less effective in‘quantifying human errors, prompting the need for data driven methods and neural
network modeis.

— Al and Data Analytics: Al driven predictive maintenance has shown promise in reducing unscheduled
downtimes.“Forinstance, data analytics dashboards developed for BOP components have achieved higher
maintenaneg,planning accuracy compared to time based approaches[25].

— Integrated Approaches: Combining traditional reliability estimates with Al based predictions yields a more
comprehensive view of operational risk, facilitating proactive interventions and improved safety
management[17].

— U\ Interdependency of DP Failure Domains: Although failures are commonly categorized into separate domains,
operational evidence indicates that technical and human failures can propagate in a cascading manner,
ultimately leading to a loss-of-position (LOP). A blackout caused by a power switching anomaly may result
in thruster drop-out, which increases the control workload and therefore elevates the likelihood of operator
misjudgement. This interdependency demonstrates that DP failures are rarely isolated events, and a system-
level perspective is essential for realistic reliability assessment.
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Fig. 5. Diagram illustrates the synthesis of traditional and Al approaches for a comprehensive risk [17, 21]

3.6 Research gaps

Table 2. Researchfgaps

Reliability domain

Dominant failures

Best modellingitechnique

Still missing

Power system

Blackout, bus-tie failure

FTA + RAM

Real-time predictive fallback

MTBF + allocation based

Operator-induced recovery

Thrusters Mechanical faults reliability failures

Sensors GNSS/gyro dropouts Bayesian filtering Multi-sensor fusion reliability
Human Decision/action errors Bayesian HRA Cognitive load quantification

Al-driven Residual degradation LSTM/NN analytics Verification in DP trials

Despite significant advances in both traditionaliseliability assessment and Al based predictive techniques, there exist
several research gaps that warranfifurther investigation.

3.6.1 Integration challenges

One prominent challenge is the integration of qualitative human factors with quantitative reliability models. Although
cognitive errors have been categorized into sensory, memory, decision, and action errors, the dynamic interplay
among these factors in realigperational environments remains underexplored. Future studies should aim to develop
integrated models that simultaneously consider technical parameters and human reliability indices. Furthermore, a
critical and often oyerlooked gap’concerns the modelling of Common Mode Failures (CMF) in redundant DP
architectures. In DP2 and DP3 systems, the failure of a shared component — such as a bus-tie breaker or a common
sensor network,— can simultaneously disable multiple redundant channels, bypassing the intended fault isolation.
Unlike independent random™failures, CMFs violate the independence assumptions underlying standard parallel-
redundancy reliabilitypcalculations. Future research should incorporate beta-factor models or explicit CMF fault-tree
branches to quantify the probability that a single shared-component failure leads to system-level loss-of-position,
particulaglydusing bus-tie operations in DP3 vessels.

3.6.2 [Data quality and availability

The suceess of Al driven approaches depends heavily on the quality and availability of data. Many studies indicate
that even'th@ligh modern rigs generate terabytes of data daily, only a small fraction (5-10%) is analysed for predictive
maintenance purposes. Data contamination and insufficient data volumes can lead to overfitting and poor model
generalizability. A concerted effort is required to standardize data collection protocols and improve sensor calibration
to ensure robust model performance.

3.6.3 Stratification of DP operations

DP operations vary significantly with respect to the type of operation (e.g., drilling, ROV operations, cable laying).
The configuration of the DP systems and the associated environmental constrains differ across these applications,
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suggesting that a one size fits all reliability model may not be appropriate. Stratified modelling approaches that
consider operational context would lead to better predictive accuracy.

3.6.4 Computational complexity and real time performance

Implementing adaptive neural network algorithms and other Al methods in real time operational’environments
presents computational challenges. Methods that balance real time performance with computational.eomplexity are
needed, especially for systems operating in harsh maritime conditions.

3.6.5 Continued need for human in the loop systems

While automation and Al hold tremendous promise, the critical role of human expertise remsaifis undeniable. Future
research should focus on developing hybrid models that combine data driven insights with humamdecision-making
capabilities. Enhancing the usability and interpretability of Al systems for DP operators isyesSential for bridging the
gap between automated predictions and actionable insights. In the proposed hybrid framework (Figure 5), the
Human-in-the-Loop component is positioned as an independent supervisory input that operatés‘across all stages of
the framework but is most critically engaged at the “Proactive Intervention” stage-{Specifically, Decision Support
Systems (DSS) which aggregate Al-generated risk predictions and RAM-derived reliability scores — are designed to
present operators with contextualised alerts and recommended actions ratherthan“autonomous commands. This
design directly addresses the dominant human error category of “Decision Errors? (43% of human-related incidents
[21]), by reducing cognitive load and time pressure during high-risk manoeuvres. The'DSS does not replace operator
judgment but structures the decision environment so that the operatorjis guided toward high-reliability choices,
particularly during power system anomalies or thruster degradation that“may otherwise lead to loss-of-position
events.

3.6.6 Limitations of current Al-driven reliability approaches

While data-driven approaches have demonstrated improved earlygfailure detection, their practical implementation
remains constrained by limited access to structured operational datasets, sensitivity to sensor noise, and lack of
interpretability for DP operators. Without standardized data reporting, cyber-physical security assurance, and model
verification protocols, Al-based reliability tools cannat yet replace classical deterministic techniques but should
instead complement them within a hybrid assurance ffamework.

3.6.7 Proposed hybrid reliability assurance framework

Based on the findings from this review, a hybrid reliability,assurance framework is proposed integrating:
— deterministic reliability modelling for €ritical equipment and redundancy logic,
— context-dependent human reliability quantification, and

— data-driven prognostics for real-time®anemaly detection. Such integration provides a structured pathway
toward reducing loss-of-position pr@bability and enhancing operational resilience in DP-enabled offshore
missions.

4 Conclusions

The outcome of this review highlights the lack of system-level methodologies that simultaneously capture component
degradation, operational stressors, and human decision pathways contributing to loss-of-position (LOP). To address
this, we propose a unified framework aligning exponential reliability laws and redundancy logic with Bayesian human-
reliability updating and LSTM-basedfpredictive diagnostics as a foundation for real-time DP resilience evaluation.

The holistic review has analysed failure modes in dynamic positioning vessel operations with an emphasis on both
technical and human fagiors. The key findings include:

— Integratedmkailure-Causes: DP failures are a result of both technical malfunctions (thruster, sensor, and
power faildres) and human errors (sensory, memory, decision, and action errors). Human factors account for
approximatelya20% of DP events emphasizing the need for reliable human machine interface designs.

—  Ciitieal Component Vulnerabilities: Thrusters remain the most vulnerable subsystem, contributing to 28.6%
of incidents. Sensor and power failures also pose significant risks.

— 11 Advances in Predictive Maintenance: Al and machine learning techniques are being effectively applied to
predict fallures from both structured and unstructured data. These data driven methods, when integrated with
traditional reliability assessments, provide a comprehensive risk profile for DP operations.

— Challenges and Future Directions: Key research gap include the integration of human factors with technical
models, ensuring data quality, stratifying models according to specific DP operations, and overcoming
computational hurdles for real time applications.

In conclusion, the fusion of probabilistic reliability approaches with modern Al based analysis offers a promising path
toward improved safety and operational efficiency in dynamic positioning vessel operations. The combination of
traditional methodologies with advanced data analytics can enable proactive maintenance and risk management,
leading to safer and more robust offshore operations.
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