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This paper describes a decision support system to mitigate the danger that carbon monoxide pose via internet-based 

measurement. This system is required because in high concentration above threshold, carbon monoxide can trigger 
many diseases and even cause death. However, a system that is capable of detection and making online decision 
in real-time against that threat is not yet available. Therefore, decisions on carbon monoxide threat are often taken 
too late as they are made manually with expert analysis. This research proposes the design of a sensor node 
composed of a gas sensor, a microcontroller, a WIFI router, and an Internet modem to acquire data and communicate 
them via the internet. The pollution index value and rule-based algorithm, which are used to determine carbon 
monoxide gas pollution categories in the web server program, are in accordance to data stated in the Indonesia Air 
Pollutant Index. An expert system programming based on expert knowledge is then used to make decision on 
pollution. Results show that the sensor node built is capable of sending data online to the cloud station, with Root 
Mean Square Error of 3.46 µg/m2 and relative error of 0.78% for a measurement range of 0-440 µg/m2. This system 
is also capable of sending data fast with a transfer rate of 764 milliseconds. Further testing also revealed that using 
expert system in cloud computing results in speedy warning of carbon monoxide threat, at 15.6 seconds. 
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INTRODUCTION 

Monitoring of air quality is very important as it affects 
both health and work safety. The level of carbon 
monoxide (CO) in the environment is one of the 
indicators for air quality. CO is colorless and does not 
smell that it is hard to detect. At high concentration, CO 
is highly toxic and detrimental to health [01]. CO results 
from burning of fossil fuels by vehicles, industries, and 
open burnings [02, 03]. CO gets into the blood stream 
via the lungs and it ties with hemoglobin in the blood and 
is taken by the Oxygen (O2) to cells.  

Healthy people who are exposed to high level of CO are 
at risk of reduced mental alertness [04]. Real-time 
monitoring of CO level is important in order to measure 
air quality, because high concentration of CO is hard to 
detect by the human body [05]. Moreover, it is easily 
dispersed in open air. The width of coverage area is also 
another challenge for manual measurement. Further-
more, wireless sensor technology has many merits 
including low cost, minimum maintenance, and wide 
coverage area [06].  

Wireless sensor allows measurement of environmental 
physical parameters in real-time [07].  Environmental 
monitoring requires the use of wireless sensor techno-
logy as the measurement is in the order of months and 
even years. Wireless sensor system allows data 
compression and prediction algorithm. This makes the 
system built is of high efficiency [08]. Combining wireless 

sensor system with web based online technology 
enables integration of sensors into a system that can be 
remotely accessed in real-time. The use of this system 
also helps to ease data communication as to improve 
performance [09]. Data processing can also be 
conducted remotely. Hence, it is more efficient in terms 
of cost than sending someone to go to monitoring points 
[10]. Wireless sensor technology can be built with an 
independent network free from certain network 
providers. Some early warning systems have been 
implemented for natural disaster warnings such as soil 
deformation, water quality, earthquake, tsunami, and 
flood [11-15].  

Real-time micro blogging is a data source that can be 
implemented in the early warning system named micro 
blogging-monitoring system. Data input can be used for 
a decision support system using the knowledge-based 
framework. Combination of artificial intelligence 
techniques from high and low levels system analyses 
creates a system that is flexible and sustainable [16]. 

The rule-based method can also be implemented in this 

system. Entity identification can be carried out based on 
the already implemented knowledge-based framework 
to help categorize messages. This final system has high 
information accuracy [17]. This research proposes a 
method of measurement for CO concentration with a 
combination of wireless sensor system and a rule-based 
system of artificial intelligent algorithm.  

* Diponegoro University, Indonesia, suryono@fisika.undip.ac.id 

 



Journal of Applied Engineering Science  Vol. 17, No. 1, 2019 
ISSN 1451-4117 

 

19 
 

Suryono Suryono et al. - Real-time decision support for carbon monoxide threat warning 
using online expert system 

 

RELATED WORKS 

The rule-based algorithm method proposed here works 

online and in  real-time  in  the  instrument  built  to  
measure CO concentration. There  are already  a  
number of CO concentration  measurement   methods   
and  they rely on the sources measured. Measurement 
of CO concentration from liquid sources has been 
carried to measure Octane Number (ON) because CO 
concentration also relates to ON [18].  

Quick measurement of CO concentration in the 
atmosphere is essential as this gas can cause death. A 
sensor that can swiftly response to the effects of CO has 
successfully been developed using Eu-doped Ceria film 
[19]. The use of laser as a sensor for CO has also been 
developed to reduce measurement noise and this 
system is capable of measuring CO concentration to as 
small as 2.4 ppm [20]. Concentration of CO can also be 
measured using spectroscopy method. This kind of 
system requires electronic instruments, source sampling 
method, and certain temperatures and pressures [21]. 

Measurement of CO concentration in area has also been 
performed using satellite imaging. A number of 
algorithms have successfully correlate satellite image 
parameters and CO concentration in wide areas. These 
algorithms are also capable of finding the cause of 
widespread CO pollution in an area [22]. Satellite 
imaging method has also been combined with simulation 
method and this results in higher accuracy with the same 
pattern of global distribution. This combined system has 

successfully monitor changes in CO concentrations due 
to biomass burning, traffic congestion, and industrial 
activities [23].  

The expert system algorithm embedded into the cloud 

network can also be used to record events for data 
analyses and speedy warning via the Internet to any 
users requiring such information [24]. The use of rule-
based for decision support system in the wireless sensor 
network has also been implemented for water source 
monitoring systems. This system is capable of 
monitoring chemical substances in water. The rule-
based method in this system reduces computing load for 
large-scale systems [25]. Combining rule-based method 
with other systems like fuzzy, can also improve accurate 
prediction and decision-making speed [26].  

Rule-based is part of the artificial intelligence, in which a 

system manipulates input in the cloud in order to provide 
speedy and automatic information [27]. Mathematically, 
the rule-based system is stated in the following 
equations (1), a combination of rules r (m1, m2.......mn) 
can be written as equations (2) [28]. A reasoning process 
is rerun prior to another reasoning process even though 
the earlier one has finished [29]. In general, rules state 
what must and must not be done depending on the 
situation. Rules have a typical format: 

  If <conditions> then <conclusion 

 

  

 

 

 

 

 

  

 
This research aims to build an information system in the 
form of a decision support system for early warning of 
CO threat that is capable of automatic notification via 
cellular phones. This system is expected to provide 
speedy information on imminent CO threat for proper 
anticipation. It employs a wireless sensor system to 
tackle geo-distribution issues [30], and to synchronize 
decision  making  elements  for  speedy  decision  
making [31].  

The sensor node functions to conduct data acquisition of 
carbon monoxide concentration and send those data via 
the internet. This device continuously sends data to a 
website using broadband internet access provided by a 
WIFI-GSM modem to the web server database for 
storage and management [32]. The use of information 

system for early warning system in a location can 
anticipate emergency events that might otherwise be 
destructive [33]. 

REALIZATION OF WIRELESS SENSOR SYSTEM 

In this research, the system build consists of instruments 

known as a node. The sensor node circuit consists of a 
CO sensor and a data acquisition system using WIFI 
network. The CO gas  sensor node has been built and 
acquired using an Analogue to Digital Converter (ADC) 
and has sent data to the cloud network via the Internet 
with a System-on-Chip (SOC) WIFI microcontroller. The 
sensor system was calibrated by comparing it with a 
standard instrument available.  A diagram of the sensor 
node is shown in Figure 1.  

 

 1) 

 

2) 
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Figure 1: Diagram of CO sensor node connected  

to the internet 

 

The CO sensor is made of semiconductor material with 

low electrical conductivity in clean air. Whenever CO is 

around the semiconductor, the absorbed gas molecules 

result in increasing electrical conductivity in line with CO 

concentration. Within the circuit, the sensor output 

voltage is analogue and is converted into digital data by 

the ADC0 on the ESP8266 microcontroller.  

Measurement results are then sent to the cloud network 

via an internal WIFI chip in the microcontroller, which is 

connected to a WIFI router and an Internet modem. 

Efficacy of the system developed was tested by 

comparing concentration detected next to the sensor 

node and the one read on the cloud network. An 

overview of the network system is shown in Figure 2. 

A rule-based expert system programming algorithm is 

developed in a web host to make decisions on the 

conditions of carbon monoxide concentration. This 

system performs two computations using the rule-based 

algorithm. First, rule-based forward chaining to 

determine categories of pollution levels and rule-based 

expert system to determine conditions to automatically 

trigger the early warning system. The rule-based expert 

system uses danger status set earlier by environmental 

and/or disaster experts. Output of the rule-based system 

is data that are accessible with computers or are 

warnings sent to mobile phones. 

 

Figure 2: Carbon monoxide network for the online system 

 
RULE-BASED SYSTEM DEVELOPMENT 

Sensor input of the rule-based system is sent by the 
sensor node via the Internet. Data base of the rule-based 
system is a set of rules provided by the administrator and 
is saved in the cloud data base. The architecture of the 
rule-based system in this research is shown in Figure 3.  
The system here has two rule bases; first, from the 
Indonesian Air Pollutant Index (IAPI), which is used to     
classify pollution level and, second, from the experts, 
which is used to determine the emergency status. 

 

Figure 3: Architecture of the rule-based system 
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Rule-based Reasoning System 

The rule-based reasoning in this system is an algorithm 
to solve problems that use knowledge from an 
application domain in the form of rules. Rule-based 
reasoning technique uses a strategy of conflict 
resolution by choosing one rule from a set of rules. This 
chosen rule is applied to find the right solution to a 
problem. Contents of the working memory are then 
subsequently updated based on that solution. Search for 
rules ensues as the working memory is kept on updated, 
and the reasoning process proceeds based on new 
matching rules. This process continues until all required 
solutions are obtained and there are no more rules left 
that fit the ones in the working memory. 

Backward chaining is the same as forward chaining in 
most of the processes. The main difference is in taking 
problem descriptions as a group of conclusions from a 
condition, and trying to find premises based on those 
conclusions. This means finding rules that fit with all or 
most of the conclusions in the working memory. On the 
other hand, forward chaining is a conflict resolving 
strategy by choosing one rule from one set of applicable 
rules. The Indonesian Air Pollutant Index (IAPI) is a set 
of data used to simplify information on air pollution 
agents in which CO is also listed.  The values in the IAPI 
categories are based on the Decree of the State Minister 
for the Environment No. KEP-45/MENLH/I0/1997. The 
rules set in the IAPI category are shown in Table 1.

Table 1: Rules used in the reasoning system 

Rule Statement 

1  IF  (CO input concentration ≤ 50 µg/m3)  THEN Category is Good 

2  IF  (CO input  concentration  51 µg/m3 to  100 µg/m3) THEN Category is Medium 

3 IF  (CO input  concentration  101 µg/m3  to  199 µg/m3) THEN Category is Unhealthy 

4 IF  (CO input  concentration  200 µg/m3 to  299 µg/m3) THEN Category is Very Unhealthy 

5 IF  (CO input  concentration   300 µg/m3) THEN Category is Dangerous 

Rule-Based Expert System 

In order to meet the condition of an early warning 
system, rules from environmental experts will also be 
used rules from those experts are put into the 
knowledge-based system in the host website. This part 
requires informed decision from environmental experts 
to be used as knowledge for the rule-based system. 
These experts are from the State Ministry for the 
Environment, with expertise in disaster management. 
These knowledge-based rules on the early warning of 
CO pollution include: 

1. If there are two detections of a value of ≥ 300 
of IAPI within 3 measurements, the system will 
automatically give a warning alert.  

2. If the IAPI value is ≥ 101, the system will 
automatically give a warning alert.  

3. If the IAPI values is < 101, will not give or will 
stop giving a warning alert.  

4. A warning  alert is a repeated alarm every 30 

minutes until the IAPI value is < 101 

RESULT AND DISCUSSION 

Results of application of online and real-time rule-based 
system for environmental carbon monoxide monitoring 
using wireless sensor system can be accessed via the 
internet. The instrument system developed in this 
research is shown in Figure 4. Data that can be 
accessed from the internet include: map of sensor 
location, acquisition time, concentration value, and 
status of air pollution index. Measurement results of 
carbon monoxide concentration are kept in the database 
of a web server and are shown in real-time as graphs. 
An expert system programming based on expert 
knowledge is then used to make decision on pollution.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Prior to be used for decision making, the measurement  

system was calibrated against a standard instrument in 
the measurement range of 0 – 440 µg/m2, as shown in 
Figure 5.  Testing results show that linear correlation of 
the instrument built against standard measurement 
instrument is 0.9994 (almost 1). This value means that 
the instrument built has close proximity to the available 
manual measurement instrument used as reference. 
Efficacy of the measurement system is then calculated 
mathematically using the Root Mean Square Error 
(RMSE) and relative error formula [34]: 

 

 

 

 

 

 

 

 

 

Figure 4: The CO concentration measurement 
instrument system developed 
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Where Pi is gas concentration on the i-th measurement, 
Oi is CO concentration on the i-th measurement using 
standard instrument, and n is the number of measured 
data. This research results in RMSE = 3.46 µg/m2, in the 
value range of 0 – 440 µg/m2, with a relative error (Ep) of 
0.78%.  

 

 

Figure 5: Calibration graph of the sensor node and a 
standard instrument 

Figure 6 depicts results of CO measurements from 5 
sensor nodes in real-time. The graph in Figure 3 shows 

changes in CO concentration with time. Values from 
online and real-time CO concentration monitoring are 
displayed in numbers, fluctuating graph, and indicator 
panel. The graph is a serial display set to show 
acquisition results from three (3) days of observation. 
Nonetheless, acquired data from each sensor are stored 
continuously and are kept in the server over time (day by 
day). It can be seen in the graph that sensor reading of 
CO concentration fluctuates. These values significantly 
change in the morning, at noon, in the afternoon, in the 
evening, at night, and in the early morning.    

Analyses show that CO concentration during the day is 

higher compared to during the night. During the night, 
from 10:00 pm onwards, CO concentration lowers 
drastically and reaches its lowest point in the early 
morning (02:00 am - 03:00 am). Literature studies also 
indicate that CO generally comes from vehicle exhausts, 
biomass burning, and industrial activities [23]. 
Meanwhile sensor analyses indicate that CO 
concentrations measured in this research stem from 
sources in urban areas, but not from industrial activities 
or biomass burning. Therefore, it is certain that 
fluctuating CO concentrations are caused by vehicle 
exhausts that are the main transportation means of the 
area. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

 

Figure 6: CO measurement at sensor node as displayed in real-time 

 

 
Further analyses classify mean concentration from CO 
readings on a daily basis. A data for one (1) month was 
used as the results are further categorized, as shown in 
Figure 7. It can be seen in Figure 7 that CO 
concentration is lowest on Sundays when there is low 
traffic and CO concentration is highest on Fridays when 
traffic is at its peak. This finding confirms that the source 
of CO concentration in the area is vehicle exhausts. 

Data communication system is tested for transmission 
time between the sensor node and the online web server 
for every data with ID codes. This dashboard displays 
calculations that meet the IAPI requirement using the 
following formula:  
 

 𝐼 =
𝐼𝐴−𝐼𝑠

𝑋𝐴−𝑋𝑆
(𝑋𝑋 − 𝑋𝐵) + 𝐼𝐵            

 

5)      
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Figure 7: Results of CO concentration measure- 
ment by day 

 

Where I is computed IAPI, IA is the Standard Index of Air 
Pollution (ISPU) upper limit, IB is the ISPU lower limit, XA 
is the ambient upper limit, XB is the ambient lower limit, 
and XX is the ambient measurement result. Results of 
calculations that adhere to the IAPI rule do not only yield 
index numbers but also statements of conditions and 
reporting colors in line with the IAPI. Calculation results 
are not only used to make statements of conditions and 
reporting displays but also to model rule number 2 that 
will be used for the early warning of detrimental CO 
concentration. This warning is based on the rules set by 
experts. 

Those results show that a warning is not only based on 
calculations resulting from IAPI rules, but also from 
expert statements written in the knowledge-based 

system. This system reveals that certain categories of 
IAPI may result in different warning conditions. This is 
due to the effect of knowledge-based system set by 
experts that requires three readings of the same IAPI 
value to be worthy of a warning. This research performed 
validation for the rule-based system by manually 
recording measurements and comparing them with 
calculations made by the system built. Validation 
covered values from low to high concentration of CO that 
it properly represented measurements carried out by the 
rule-based system. Results of this validation process are 
given in Table 2. 

These results were compared to those from standard 
(manual) measurements. It was subsequently confirmed 
that both rule-based calculation and manual 
measurements yield similar results for various ranges of 
carbon monoxide concentration. Hence, the system can 
be used. Testing for data transfer rate (throughput) from 
sensor node to web server has been conducted to figure 
out data communication effectiveness. This is very 
important as it affects system response for data 
reception, rule-based execution, and warning of 
measured CO concentration. Testing results for each 
node are given in Figure 8a.  

They show that on average, data transfer rate from 

sensor node to web server is in 764 milliseconds. It can 

also be seen that the highest transfer rate is between 

mid-night and early morning, whereas the highest delay 

time is experienced in the afternoon. Each sensor node 

comes with different data transfer rate performance, 

which is also influenced by GSM network bandwidth, 

signal strength, and network traffic, among others [35].

Table 2 : Results of rule-based system validation against standard measurement 

Node ID Developed system 
measurement 

(µg/m3) 

IAPI 

(µg/m3) 

Category 

(Rule based system) 

Reference 

measurement 
(µg/m3) 

Validation 

Statement 

Node-1 4.27 44 Good health effect 4.35 True 

Node-2 8.10 79 Medium health effect 7.85 True 

Node-3 19.85 217 Very unhealthy effect 20.10 True 

Node-4 36.60 322 Dangerous healthy effect 37.01 True 

Node-5 10.95 114 Unhealthy effect 10.23 True 

Node-1 6.20 62 Medium health effect 6.35 True 

Node-2 5.35 54 Medium health effect 5.15 True 

Node-3 1.60 16 Good health effect 1.22 True 

Node-4 49.35 429 Dangerous healthy effect 47.75 True 

Node-5 20.00 218 Very unhealthy effect 19.52 True 

 

 
Testing for warning time was performed by giving 
markers from the time data are acquired by the WIFI-
microcontroller to the moment warnings are received by 
cellular phone. This testing also took consideration of 
network traffic of the Internet and the cellular phones. 
Testing results for each sensor node are given in Figure 

8b. It can be seen that the average warning rate for all 
networks is 15.6 second, which is still very effective for 
early warning of carbon monoxide threat. As in the case 
for data transfer rate testing, differences in sensor node 
performance are affected by GSM network bandwidth, 
signal strength, and network traffic.   
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Figure 8: Testing results for  (a) data transfer rate from sensor nodes to the web server and 
 (b) notification response time from sensor nodes to cellular phones 

 

 
CONCLUSIONS 

The online web-based rule-based system has been 
proven to be effective and speedy in making decision 
concerning CO concentration in the environment using 
data from wireless node sensor. The use of online 
database system for CO concentration measurement is 
capable of periodic monitoring with values that can 
directly be linked to the pollution source. The rule-based 
system allows such data to be managed in line with the 
regulation observed in a country and the results to be 
used in determining categories of air pollution. Rule-
based system to evaluate CO concentration can also be 
combined with a knowledge-based system set by 
environmental experts. Testing of the network system 
built shows data transfer speed from sensor node to the 
server. Meanwhile, testing of user notification by the 
wireless sensor system reveals a speedy CO warning. 
This system contributes to CO concentration monitoring 
and hence, helps to improve quality of the environment 
and health of the people. Measurement data are kept in 
the database history for a very long time. This means 
that they can also be used in big data analysis for 
monitoring of environmental changes. 
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