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The authors propose the informative and formal description of Structure Dynamics Control Task of Cyber-physical
Systems (CPS). The main advantage of proposed poly-model multicriterion approach for the structure dynamics
control tasks decision is that, in comparison with previously developed control models oriented on CPS simulation,
proposed models allow to increase the efficiency, validity and, in general, the quality of the SD control CPS due to the

original combination of their static and dynamic models.
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INTRODUCTION

At present, large-scale production of microelectronic de-
vices that can interact with physical world, perform cal-
culations and exchange information on standard Internet
protocols, rapidly penetrate into all spheres of human ac-
tivity. The wide distribution of such devices is gradually
change the habitual appearance of information systems
due to the close integration of computing and physical
processes, forming the information technology concept
of cyber-physical systems (CPS) [1].

At the same time, CPS is generally considered as a new
class of embedded systems, in which the concept of inte-
gration of computing, telecommunication, management
resources with physical processes occurring in different
subject areas, is realized at fundamentally new techno-
logical level. At the same time, the main elements of the
CPS interact with each other using standard Internet
protocols for forecasting, self-tuning and adaptation to
changes. In general, CPSs are linked into spatially dis-
tributed structures, which form dynamic networks (DN).

One of realizations of CPS is Internet of Things. This is
the concept of a computer network of physical objects
equipped with computer and network modules for inter-
action with each other and with the external environment,
excluding from the part of actions and operations neces-
sity of human participation [2]. The Internet of Things is
used in a wide range of applied areas: from organizing
a person's daily life in a "smart home", to medical and
transportation systems. One of the distinctive types of
the Internet of Things is Industrial Internet of Things (or
Industrial Internet), which is a multi-level system that
includes sensors and controllers installed in the nodes
and units of an industrial object, data transmission, re-
mote control and control in automatic mode [3].Automat-
ed process control systems (APCS) can be considered
as a precursor of Industrial Internet of Things. The main
development directions are replacement of industry pro-
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tocols for devices interaction with Internet protocols and
provision not only to the key nodes of the technological
process by computers, but practically all the involved en-
terprise resources. In the industrial Internet of things, the
orderliness of physical and computational processes is
clearly pronounced; the purpose of the system's function-
ing has been formally defined. This purpose is produc-
tion of high-quality competitive products. Spatial-tempo-
ral, technical, technological and financial constraints are
identified. Further, in the article we will narrow the gen-
eralized class of CPS to its subclass - Industrial Internet,
aimed at the release of physical products or information.

Now, Cyber-physical systems, Industrial Internet of
Things and number of related technologies are currently
being considered in the framework of the Fourth Industri-
al Revolution, or "Industry 4.0".general concept. This ter-
minology became widespread in 2011 as a result of Ger-
man businessmen, politicians and scientists initiative as
a tool of increasing the industry competitiveness through
the enhanced integration of cyber-physical systems into
production processes [4].

As a rule, the functioning of Dynamic Networks CPS de-
pend on the influence of disturbing factors from external
environment of targeted character (for example, violation
of the information security regime) and / or non-target-
ed character (for example, errors, failures, extraordinary
and emergency situations during the operation of these
systems).

In other words, in practice, we are constantly faced with
the structural dynamics of the CPS. In these cases, it
is necessary to manage their structures (including man-
agement of the reconfiguration of the CPS structures) in
order to increase (keep) the level of efficiency and capa-
bilities of the CPS, or to provide the best conditions for
degradation of these systems.
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At present, there are various options for managing of
CPS structural dynamics. Among them, we can highlight,
first of all: changing the methods, objectives of CPS op-
eration, their content, the sequence of implementation
under different conditions; moving in space of individu-
al elements and subsystems of CPS; redistribution and
decentralization of functions, tasks, control algorithms,
information flows between CPS levels; using of flexible
(abbreviated) CPS management technologies; reconfig-
uration of the structures of CPSs during their degrada-
tion.

The tasks of managing the structural dynamics of the
CPS in its content belong to the class of tasks for struc-
tural and functional synthesis of the shape of the CPS
and formation of appropriate programs for managing
their development [4-6].

The main problem in solving tasks synthesis of technol-
ogies and programs for proactive management of CPS
is as follows: determination of optimal control programs
for basic elements and subsystems of CPS can be per-
formed only after definition the list of functions and al-
gorithms for information processing and control which
should be realized in the specified elements and sub-
systems; in turn, distribution of functions and algorithms
among elements and subsystems of CPS depends on
the structure and parameters of control laws of these el-
ements and subsystems. The difficulty of resolving this
contradictory situation is aggravated by the fact that un-
der the influence of various reasons structure of CPS
changes in time.

To resolve this contradiction, it is proposed to use the
main scientific results obtained in the currently devel-
oping theory of structural dynamics proactive control of
complex objects including the class of CPS considered
in this article [7-9].

INTEGRATED MODELLING AND SIMULATION OF
CONTROLLED STRUCTURAL DYNAMICS CPS

Informative and mathematical formulation of the task of
structure dynamics control of Cyber-physical Systems can
be proposed as follows: let suppose that on a set of CPF
nodes A, we can highlight on a set of information sources
A, asetof transit nodes (repeaters/transponders) A,and
a set of recipients (consumers) A,. Bear in mind, that :
dyvwdyod =4 44, =D 4nd,#D. 4,nd #D.
We will assume that the structure and parameters (char-
acteristics) of the network change at discrete instants of
time (t,.t,....t, which split the entire time interval (f,,t,
] (planning interval) into subintervals corresponding to
the constancy of the structure. Assign number ¢ to an
arbitrary interval (t,,, t] , where £=1,..k. After that, we
will assume that each element of the network (concrete
CPS) is equipped with unified multifunctional hardware
and software intended for storage, transmission and pro-
cessing of data and information; the technical character-
istics of the specified equipment are known: random-ac-
cess memory (RAM) in each node Aj , computing power;
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capacity of communication channels between and nodes
of the network -, , where 4;.4; € {4, 4....4,} . Atthe
next step for further formalization, we introduce the fol-
lowing variables: Yir 92, - variables which characterize
each respectively: volume of data and information that
can be saved in Aj node's memory in the ¢ interval, or
processed at this node, or lost at this node (due to limited
capacity of the CPS). In addition, let q,” - the set of net-
work node numbers from which data and information are
transferred to Ajnode on a time interval - £, and is the set
of network node numbers into which data and information
are transferred from the node Aj on the time interval -¢ .
Taking into account the foregoing, the static model of the
controlled structural dynamics of the CPS, describing the
processes of receiving, storing, transferring and process-

ing information on the DN CPS will take the following form:
m k m k

@) Y g~y > 7 =1 >max, (1)

J=11=1 j=1i=1

X5 = Z(‘,‘)xrﬂ - Z{:;’Gﬂ +p =Yt g (2)
i=q$ ieq';

0<xy <wy:0<y, <V, 0<g;<@,;.z;>0.(3)

From the analysis of the constraint (2), it follows
that the data and information x,, entered into Aj
node in ¢ interval of time can be transferred to oth-
er nodes, processed and stored in this one, or lost.
When forming management options for CPS, search for

the best alternative is carried out based on optimiza-
tion of generalized indicator of CPS operation quality /,.

The first term in the relation (1)

m k
(1, = alzzgij )
j=11=1
characterizes the total volume of data and informa-
tion processed in the CPS, and the second term -
m k
(I, =a, Zzzij )
j=1i=1
the amount of data and information lost. From the analy-
sis (1) - (3) it follows that, within the framework of the pro-
posed formalization, task of planning functioning of DN
CPS is reduced to multi-criteria task of linear program-
ming (LP) large dimension. To overcome the problem
of multi-criteria uncertainty in this task, we propose the
variant of convolution for quality index vector of planning,
based onthelinearconvolution ofindicators. Inthisregard,
in the expression (1) it is assumed: a,+a,= 1, a,a,2 0.
Analysis proves that in spite of the large dimensionality
of the planning task (1) - (3), the structure of constraint
system defining in implicit form the set of feasible plans
has a number of features that allow using special decom-
position methods to build appropriate effective computa-
tional procedures based on methods of plan sequential
improvement in LP task with bilateral constraints [5]. It
is necessary to emphasize that in real functioning CPS
consumers exchange among themselves heterogeneous
information having a different degree of importance and

Journal of Applied Engineering Science Vol. 17, No. 1, 2019
ISSN 1451-4117



Boris Sokolov, et al. - Informative and formal description of structure dynamics control task of Cyber-phisical systems

urgency.

In this regard, itis proposed to further detail model (1) - (3)
of the controlled structural dynamics of CPS already using

the deterministicdynamicmodel (DM) of the following form:

x(n 1) u(r{ 1) x(n 2) ju(n .2). x(n L3y ().

-7&;(0:]) (0.1). —u

= Xyl gpl > ol Jpl el gpl > 4
A0 =y g ff e {Lem), “
ipl Jpl

The constraints imposed on other control and phase
variables are as follows:

. 5
et =x{71=0 ©

(ml) o (D) (m3) . (m2) o (m2), (@4). (6)
0<uyp[ S ey Uy 0<H]p] <iji R
0<u(n3)<u(°1) 0<H(H4)<u(01) 7)
jpl

(m.3) (m.4) (m.1) (H 4) (o 1)
Z Uyt 215 Z} lerf.of ol = Z Yt (8)
ieg! , gy P=

,
zu(“ PO=dP0: TuEdO=dD0): (9)
pr
Wy = jd;g(r)dr o, = .[dn (r)dr - (10)
tt—l ttl
3D ty) = K50 1) = x50 (1) = x5 (1) = 2% (i) =02 (1)

o) = al®V, a a) D @) g ). () eRY(12)

where x©% - is a variable, whose value is equal to the
length of time interval for being the DN CPS in the £- sec-
tion of structures constancy; xUp,("“) - amount of data and
information of type p transmitted from A to A in £ inter-
val; xg;f) - the amount of data and information of type p

processed at 4; node on the ¢ interval; w0 w0
- transfer rate of data and information type p from A, to
A, properly and the intensity of their processing in node
A-f ; xg - .- auxiliary variables that are properly equal
to the length oftlme interval from the moment of beginning
of data and information of type p transfer from A to A and
time interval duration from the moment of beginning of data
and information type p processing (or storage) in the node
TR A O O )
- auxiliary control actions possessing the values from the
set {0,1}. The indicators of work planning quality for DN
CPS are as follows:

1

1, =%il a™l - > W5 J{J':””(.'f}} +[a}“""—L;fﬁ,"".\'iﬁﬁf"(&)J } (13)
<=\ i.J.p _ P )
k P m
S5 e, (14)
Eom m-1 |r! .
15—152 DDA LC ""(r)—,\-f;-”(r))’dr+|.\-§,;')(rf)—.\-{,-.’;”(rf)l‘.(15)
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m m m
L1 . L2) . .
where a@"’=Y Ywi: 4™ =Ygy . indicator (13)
=

i=1 j=1j=1
allows quantifying the completeness of processing for
received streams of heterogeneous data and informa-
tion taking into account the given priorities; indicator
(14) characterizes the total time delay of data and infor-
mation in the DN because of their transfer, processing
and storaae at intermediate nodes. Known coefficients
y®and 7P specify the priority of data and informa-
t|on type p when they are transmitted and processed.
The indicator of the control quality (15) makes it possi-
ble to estimate the uniformity (non-uniformity) using of
information-computational resources of CPS at each
time [integral part of the functional (15)] and at the time
t=t [terminal part of the functional (15)]. Analysis of equa-
tions (5) - (12) shows that the coordination of the plan-
ning results obtained on the static and dynamic models,
is carried out using the following variables Xior Yier 9.

CONCLUSION

The main advantage of proposed poly-model multi-cri-
terion approach for the structure dynamics control tasks
decision is that, in comparison with previously devel-
oped control models oriented on CPS simulation, pro-
posed models allow to increase the efficiency, validity
and, in general, the quality of the SD control CPS due to
the original combination of their static and dynamic mod-
els.Preliminary analysis demonstrates that static models
(1) - (3) have allowed to take into account those con-
straints which lead to phase constraints (data and infor-
mation losses, bandwidth capability limitations) under
dynamic simulation.Also, these models provide a nar-
rowing of the initial data, under dynamic simulation, enu-
meration of which on the dynamic model would not be
possible (in fact, an aggregated version of the technolo-
gy for receiving and processing information was formed),
and also allow, at first approximation, to take into account
distribution and structural dynamics factors and estimate
amount of data and information lost.

At the same time, a detailed description of distribution
and processing processes of data and information with
reference to specific time points in a static model is diffi-
cult. For this case, it is suggested to use a dynamic mod-
el. Dynamic interpretation of the CPS functioning allows
forming and optimizing such parameters of the quality of
controlled structural dynamics (CSD) of the CPS, which
are difficult to describe with the help of static model.For
example, indicators that assess the uniformity (non-uni-
formity) using of CPS resources throughout the control
interval and at each current point of time. Dynamic de-
scription and interpretation of CSD processes makes it
possible for them to involve extremely rich mathematical
tools of optimal control theory.In general, the proposed
multiple-model complex, which we are suggested in the
paperillustrates the constructiveness of integrated mod-
eling and simulation concept on the example of interac-
tion between static and dynamic models of CPS. The site
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[9] presents the examples set of the developed models
implementation in various subject areas (astronautics,
robotics, shipbuilding).
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