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Content - Business applications and software platforms crossing in the cloud environment. This paper 
analyses new generation of management tools in industrial production with cloud technologies. The de-
cades ahead will be marked by a new way of communication in business environments from telecom-
munication fi eld to medicine as well as industrial production and energy effi ciency. Standard business 
applications and software with its installation and maintenance require considerable fi nancial resources 
and signifi cant spending on hardware. To address that requirement there is the need for special teams 
of experts to install, test and maintain the system. The new approach to cloud applications brings to this 
fi eld that what is needed, a software update is automatic with an easy access to applications effi ciently 
from anywhere on the planet and spatially are independent where you are located. 
Keywords: Cloud environment, Cloud applications, Easy access to applications, Software, Company

INTRODUCTION

People from all over the world anywhere and 
from various computing devices at any time, can 
access different industrial production services 
and applications, with almost one hundred per-
cent data availability, the guarantee of complete 
security and privacy, cheaper and more reliable 
system recovery in the occurrence of accidents 
and reduce maintenance costs for hardware as 
much as 70 percent. [01] Growth and develop-
ment of the economy requires continuous inno-
vation in industrial production and manufacturing 
processes. Development of computer networks 
and network protocols introduce new ideas in fi eld 
of the management and monitoring of production 
processes. Machines and machining centers in 
production today provide an opportunity for net-
working and communication between them in a 
single network within the manufacturing plant.
The new dynamic and global business mod-
el forced traditional production processes to 
change in the sense of to be integrated in a 
global chain of resources and stakeholders. The 
agility and quick reaction to market changes is 
essential, and the high availability and capacity 
to effectively “answer” to requirements is one of 
the main sustainability criterion. [16]

The production process is thus possible to moni-
tor online from anywhere in the world. Compa-
nies have the ability to stream production and 
manufacturing processes at the global level, 
from a central location that is spatially localized.
On the other hand, the progress and develop-
ment of new solutions in the fi eld of production 
control and monitoring could be done with the 
help of cloud technologies.
Such a lateral thinking is considered logical and 
natural as manufacturing businesses in the new 
millennium become increasingly IT-reliant, glo-
balized, distributed and agile demanding. [19]  
Cloud technology today is a way to provide ac-
cess to applications from local computer to re-
mote servers where related applications are 
located. Cloud computing is a new and promis-
ing paradigm delivering IT services as comput-
ing utilities. As Clouds are designed to provide 
services to external users, providers need to be 
compensated for sharing their resources and ca-
pabilities. [02] Today’s society is faced with the 
continuous development of products depending 
on the needs of consumers. On the other hand, 
industrial production and machinery must quickly 
adapt to customer demands and changes in the 
structure following the purpose of the products 
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we produce and consume. Machines in the manu-
facturing process must support more features and 
the human factor must be trained to adapt for mar-
ket needs. On Figure 1 workers must to prepare for 
new techniques and working procedures.

Figure 1: Machines in the production process [07]

PRODUCTION IN CLOUD

Assessment Agency IDC provided the following 
results and fi nding from research was that for 
2012 the increase from 1.5 to 1.8 percent and 
for 2013 the increase from 3 to 5 percent. After 
2015th the Serbia expects double-digit growth 
rate. Serbian IT sector is now only in the early 
stages of cloud applications. The goal for this as-
sessment is to locate the adequate market about 
U.S. $ 1 million spending. Serbia invested in IT 
equipment, tablet computers, smartphones, for 
the amount of 900 million U.S. dollars. [01]  
On the other hand, one advantage of the new 
technologies is that the global market now is 
shifting their production facilities to remote loca-
tions around the globe. Manufacturing is faced 
with the need for greater competition and new 
markets as well as the need to switch their pro-
duction facilities in the new industrial countries 
such as Brazil, Russia, India and China. Industri-
al production moves to new countries where dif-
ferent laws, infrastructure, culture and are pres-
ent all that with the goal of increasing profi ts.
The Cloud is the most effective way to control 
production in remote locations from one data 
center. Cloud provides a business model for IT 
services available through the network. [15]
On that way we know at any moment the arrival 
and departure of workers from their jobs at a 
plant located in China or India, the failure of the 

machine that is in Brazil or Poland, or why we 
have bad he quality product that is made today 
in the South African Republic.

TECHNOLOGY CONTROL

Improving the quality of management aims to ac-
curately detect faults, detection of critical points in 
the production process and their correction and 
improvement in a short period of time. The inspec-
tion and quality control that was done by comput-
ers in the past with the help of cloud technology 
taking over computers, computer networks, plat-
forms and applications its control is performed 
at remote location today. This process relies on 
maturity of services and people experience within 
cloud technology service providers. 
Today, with the application of control technology 
in the form of optical, electrical and temperature 
sensors as well as quantitative numerical meth-
ods, it is where the cloud provides best results in 
a data center with help of advanced technology 
we can get high quality products. On Figure 2 is 
a spatially localized management Data Center.

Figure 2: Monitoring of production from the Data 
Center [09]

Cloud Technology offers a new technological 
base for providing software as a service. In this 
connection, it is possible that we will approach 
software services in the future as we get elec-
tricity and water, including billing based on con-
sumption. [13]

IMPROVING PRODUCT QUALITY

The quality of the product depends on the manu-
facturing process. Better quality means better 
managing and optimization of each phase of the 
product life cycle from design and development 
to methods of disposal and recycling.
Checking the quality of each production process 
quantifi es the information with the help of cloud and 
it technologies can circulate freely and be shared 
between production processes through computer 
network from any location on the planet, all in the 
drive to improve the quality of operations.
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Many companies are developing what pioneers 
like Google and Amazon offering for years, stor-
ing e-mails, photos, music, books, but in indus-
trial production and manufacturing processes.
Providers such as Amazon, Google, Salesforce, 
IBM, Microsoft and Sun Microsystems have be-
gun to establish new data centers for hosting 
Cloud computing applications in various loca-
tions around the world to provide redundancy 
and ensure reliability in case of site failures. [02]
The term cloud comes from the early stages of 
the Internet since the 1960th year. American 
computer pioneer and expert in artifi cial intelli-
gence, John McCarthy was told back then that 
we would access the computers in the way that 
we are getting water or electricity. Above all it was 
not possible until the advent of the PC revolution 
and the advent of the Internet, where the condi-
tions for cloud technology are available. Things 
began to move forward when the web bookstore 
Amazon has decided to modernize its data cen-
ter and begin to use cloud technology.
IT professionals in the Amazon used Web ser-
vices and service virtualization technology to 
provide users with a more effi cient and fl exible 
approach to the use of its servers.
This has made a real revolution in the fi eld of cloud, 
and Amazon introduced its own Web service, in-
cluding offering its server capacity data center. 
Take the example of Amazon S3 (Simple Storage 
Service), which began with March 2006th year. It is 
a commercial Web service for data storage, fi les, 
documents, websites, etc. and records their growth 
from year to year. On Figure 3 is a growth chart till 
the end of the third quarter of 2011, there are 566 
billion (566,000,000,000) objects in Amazon S3. 

Figure 3: Growth of Amazon S3 
(Simple Storage Service) [06]

TYPES OF CLOUD SERVICES

According to data from the analyzes carried out 
abroad and in our country, the introduction of 
this technology investment costs are reduced by 
more than 50%, while reducing operating costs 
and more than 70%.
We distinguish three types of cloud services: 
Software as a Service (SaaS), or access the net-
work. In this case the program, i.e. the software 
is not on the client computer.
An example is a technician who works in the plant, 
who uses the tablet computer application to access 
the site from any point and thus not tied to your job 
or offi ce. On Figure  4 a heating company techni-
cian can use a tablet computer to access the latest 
maintenance program on site at any time.

Figure 4: Application access from anywhere [10]

Another type of cloud is Infrastructure as a Ser-
vice (IaaS), which means “rent” computing ser-
vices in the form of virtual hardware that e.g. 
Amazon offers.
The third type is a Platform as a Service (PaaS) 
where users can access a common development 
platform or software. PaaS can be viewed as an op-
erating system for the entire computer data center 
that was able to communicate with the data center.
From the aspect of hardware and software the 
Cloud does not have to be accessible to ev-
eryone. In this connection, there is public and 
private cloud. Private Cloud uses the same 
technology as the public, but in terms of legal 
issues, and security reasons, access to it is 
provided to a number of users.
These two cloud architecture can be combined in 
so-called Hybrid Cloud which is more effi cient and 
faster access from anywhere in the world where 
there is Internet access, and on the other hand 
has better security and control of applications, plat-
forms, software, and hardware. It can be used in 
situations where the client data must be processed 
with the help of complex software. Data warehous-
ing is done in private environment, while the calcu-
lations performed in the public cloud.
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CLOUD SERVICES IN FUTURE

Software for monitoring the quality of operations 
for robot welding continuously records and ana-
lyzes data on the quality of the welds on the ve-
hicle car. The software generates a report that 
alerts the management company that the robot 
needs to be replaced or serviced.
This type of monitoring is very expensive and dif-
fi cult to maintain due to the huge amount of data 
that is generated. Microsoft has Azure Cloud 
platform which monitors these operations. Com-
panies can signifi cantly reduce the cost of their 
own infrastructure and support with the Windows 
Azure platform and take advantage of cloud tech-
nology. [18] On Figure 5 in some vehicle models 
there are millions of possible combinations of 
optional equipment.

Figure 5: Production monitoring over Cloud [08]

The similar service in the near future will be in 
medical platforms, applications, and remote di-
agnostics. One scenario is that the patient was 
sent to the hospital because the doctor suspects 
that he might have lung cancer.
Cloud computing represents a shift away from 
computing as a product that is purchased, to 
computing as a service that is delivered to con-
sumers over the internet from large-scale data 
centers - or “clouds”. [19]
Cloud systems automatically processes images 
and evaluated which leads to faster and more 
reliable diagnosis. However, small hospitals do 
not have their own diagnostic centers because of 
their high prices. In the near future, doctors may 
be able to rent diagnostic systems within the cloud 
as a Software as a Service (SaaS) services.
In this scenario, the CT images were made anon-
ymously, and then in an encrypted form sent to 
the server where the cloud is automatically as-
sessed and diagnosed. In this case, the patient 
receives a physician diagnosed a few minutes. 
On the other, the Platform as a Service (PaaS) 
is taking an advantage of extensive knowledge 
of specialists to mark and label CT scan image 

made with the base that will help the software 
to apply and compute statistical and quantitative 
methods in order to make a diagnosis of patients 
and by using related cloud services carry out fur-
ther tasks. On Figure 6 in future cloud computing 
could be offered by medical image-processing 
applications and remote diagnostics.

Figure 6: The diagnosis of the patient in the Cloud [11]

CLOUD SECURITY

One of the biggest technological challenges with-
in Cloud technology is to keep means costs low 
in order to provide services despite the fact that 
they will become more complex in the future.
Within the organization, demand planning and 
supply chain organization can be tied into a 
cloud-based system, allowing different parts of 
the organization to take a peek into the opportu-
nities that their sales teams are working on. [17]
Microchip performances will increase 500 times 
in the next 20 years, but it will not be suffi cient to 
ensure the smooth functioning of the fl ow of data 
through the network in the future. The infrastruc-
ture carrying out the data has to be scalable, in 
order to ensure better performance, security, and 
operation of cloud environments. [14] The big-
gest challenge with security is how the important 
data is protected and where it is stored on the 
Web or on computers in the public cloud. In an-
other very important question is what will happen 
if data is lost or if the server is “hacked”? Above 
all, how can we guarantee the security of data, if 
it has been transferred to someone else? In the 
case of a Cloud as a commercial offering to en-
able crucial business operations of companies, 
there are critical QoS parameters to consider in 
a service request, such as time, cost, reliabili-
ty and trust/security. [02] Large companies are 
still reluctant to enter the cloud environment just 
for safety reasons. Analysts predict that Cloud 
technology despite security issues will undergo 
a boom. According to a survey conducted by Ex-
perton Group the revenues of 1.1 billion €, which 
had been generated by cloud technologies in 
2010 will be increase to more than € 8 billion by 
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2015th year. The question that arises is whether 
the Cloud technology will be capable to make 
technological advances similar to the one made 
of computers when they began to be used in all 
levels of society? [05] Cloud technology will per-
manently change the IT world. In the near future 
it will be connected machines instead of people. 
The goal is to make the communication between 
the industrial machines with Internet technolo-
gies more effi cient. The aim is to replace the 
faulty components and that re-commissioning 
takes place as a replacement off USB stick on 
a PC. The idea is that in the automotive industry 
executes faster replacement and reconfi guration 
of the production line for faster and more effi cient 
manufacturing processes. This will result in the 
production of fl exible products and allow manu-
facturers to produce small batches of products 
to customer instead of relying on mass produc-
tion. Internet and Cloud technology will help our 
production to become more effi cient. On Figure 
7 communication between industrial machines 
and Internet technologies more intelligent.On the 
other hand, just because there are thousands of 
sensors that supply information applications in 
the Cloud, it does not mean that the system is 
perfect. Providing all electricity consumers in the 
network with unique intelligent sensors, will in-
troduce a new system that has never been there, 
but at the same time the system will not be intel-
ligent in itself.The main challenge that we face in 
the near future will be that machines will become 
so intelligent that they can react to changes in 
real time. The biggest task is to ensure that the 
system has suffi cient dynamic that could adapt 
to the new situation at the moment. It requires a 
tremendous amount of computing and process-
ing power. This type of software works on the 
basis of statistical models and experience with 
hundreds of experts in each area. [04]

Figure 7: Production fl exibility [12]

CONCLUSION

The global market is functioning today on the 
need for consumers to change their daily hab-
its and requirements. This leads to the need for 
more complex and more diverse products with 
short life cycle. Production has to be more fl ex-
ible and to adapt to new customer needs.
If companies successfully led the fi ght to the 
competition, their production systems to adapt 
to the global market, in order to make them more 
effi cient and dynamic but the same time to make 
them better, safer and more energy effi cient. We 
are the witnesses of new economy and industrial 
standards in it.
Manufacturers should always have a reputation 
as an innovator in the fi eld of permanent new 
technologies and a leader in the fi eld of new and 
more advanced ways of industrial production.
Since the beginning of the industrial revolution 
and constant innovation in it, we have seen the 
continuous development in product quality and 
competitiveness in the market as well as the 
continued progress in the fi eld of innovation and 
new solutions in industrial production followed 
by the effi ciency and productivity of the main re-
quirements in the industrial production.
Today’s market demands the quality, safety and 
environmental protection, and they are the foun-
dation for lasting success on a global scale.
In this regard, Cloud technology is one of the 
methods to introduce more effi cient production 
processes in the industry, causing a higher qual-
ity of that can equally participate in the competi-
tion at the global level.
Development of computer networks and constant 
innovation in the fi eld of information transfer in 
them will infl uence the development of industrial 
production and new technologies in the years to 
come. The aim of this paper is to point to new di-
rections in the management of companies that are 
spatially localized and the need for research and 
development of cloud technologies in Serbia.
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